7., HOURS AFTER CYBER - ATTACK
* WITH DIGITAL FORENSICS -
& INCIDENT RESPONSE -~ -

o Disconnect affected . Do not shut them
system down as it may cause

loss of critical evidence.

o* Identify and disable compromised user accounts
and revoke credentials.

% DETECT AND
CONTAIN Secure all system logs

= Engage your Incident EV and alert data; do not

Stop the Bleeding ey delete anything.

provider at once. Notify leadership and
They can start forensic initiate your Incident
triage remotely within Response Plan.
minutes.

r —:j INVESTIGATE AND ASSESS Understand what happened and

éng what'’s affected

Your DFIR team begins Forensic Analysis: Activate legal and

Q communications teams to

0 |dentify how the attacker entered (phishing, manage internal and external

RDP, zero-day, etc.) messaging.
o3 Map out compromised systems and data

accessed. Begin evidence documentation
= Preserve volatile evidence (RAM captures, for insurance or law

system logs, network traffic). enforcement if needed.

Remove the attacker and restore
business operations safely.

ERADICATE AND RECOVER

@

Patch vulnerabilities and close exploited entry points.

Remove malware, malicious scripts, and unauthorised
accounts.

D Restore systems from clean, verified backups.

Closely monitor restored environments for reinfection
signs.

o)

Nt

E Draft a first incident report outlining root cause, actions
taken, and next steps.

4 +44(0)1223 298333 Incident Response Information Security
++44 (0)1223 298338 i
Our Services Penetration Testing Digital Forensics
gfsta SERtasecthity.com Training Course Managed Services

DATA SECURITY IR@3BDataSecurity.com
A UBDS GROUP COMPANY




